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Your Guide to
Cyber Safety
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Welcome to the world of cyber security!
Just as you wear a helmet to keep safe while
riding a bike, cyber security helps protect you
as you navigate the online world.. This guide is
here to show you simple ways to stay safe and

smart while having fun online. Let's dive in .."!
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Unique Passphrases
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"IPizzalover#42lsMyPassphrase" . JUioJl

Create strong and memorable passphrases
for your accounts. Combine words, humbers,
and symbols that relate to you personally.For
instance, "Pizzalover#42lsMyPassphrase!”
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Two-Factor Authentication (2FA)
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Enable 2FA wherever possible. This adds an
extra layer of security by requiring a second
form of verification, like a code sent to your
phone, in addition to your password.
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Regular Updates
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Keep all your devices and apps updated.
Updates often contain security patches that
protect against known vulnerabilities.
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| Privacy Settings
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Review and adjust privacy settings on social
media. Limit who can see vyour posts,
photos, and personal information to people
you trust.
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Beware of Phishing
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Be cautious with emails, messages, or links
asking for personal information or money.
When in doubt, verify directly with the
company or individual through a trusted
source.
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Safe Online Shopping
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Shop only from secure websites (look for
HTTPS) and avoid making transactions over
public Wi-Fi networks to prevent hackers
from intercepting your data.
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Backup Your Data
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Regularly back up important files and photos
to an external hard drive or a cloud service.
This ensures you don't lose valuable
information in case of device damage or
cyber attacks.
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Cyberbullying Awareness
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Treat others online with respect and kindness.
If you witness or experience cyberbullying,
don't engage; instead, report it and seek help
from a trusted adult or support group.
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Be Skeptical and Stay Informed
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Stay updated on current cyber threats and
scams. Be skeptical of unsolicited messages
or offers that seem too good to be true.
Learning about emerging threats keeps you
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Limit App Permissions
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Review the permissions granted to apps on
your devices. Some apps request access to
more information than they need. Limit
permissions to protect your privacy.
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Think Before You Click

LICK!
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Be cautious about what you share online,
from personal details to photos. Remember
that once shared, it's often beyond vyour
control.
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Remember, a strong password is like a
shield, and being careful with what you
share online is your secret weapon. Keep
these tips close, stay curious, and
explore the digital world safely.



